
Switchvox SMB 4.6
for your peace of mind
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Important Dates for Switchvox SMB 4.6

 Software update available to customers &
Trial ISO available
– Target date: Wednesday September 15

 Customer email
– Two weeks after the Update is available

– Offers a link to a customer presentation (Brainshark)

– Explains that the administrator can update Switchvox using the 
Switchvox Admin tools: Machine Admin > Updates
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Overview of Switchvox SMB 4.6

 The focus: to protect Switchvox, and make 
administration easier. 
– Automatic IP-blocking.

– Enforcement of strong passwords.

– Switchvox tech support access that is secure, yet simple.

– Separate Download and Apply options for the Updates process.

– Segmented Backup files.

 SKUs and Pricing
– There are no changes to SKUs or pricing.

– This update is freely available to all Switchvox SMB customers 
with active subscriptions.

 Switchvox SOHO
– There is no update for the SOHO edition at this time.
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Features: Automatic IP Blocking

 Automatically block IP addresses from using Switchvox
– Switchvox automatically blocks an IP if it is attempting to log in or 

register a phone with a bad username and password. 

 Never block IPs in an Access Control Rule
– You can set an ACR so that the network is never blocked 

(for example, by default your local network is never blocked).



5Creative Innovation – Customer Satisfaction – Continual Quality Improvement

Features: Automatic IP Blocking (2)

 Easily allow access again for a blocked IP
– Simply click ‘Unblock’ to remove a block and allow access again.
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Features: Automatic IP Blocking (3)

 You control the automatic blocking
– You can set the number of allowed attempts before an IP is 

locked out, or blocked. 

– You can block a network range (/24, up to 256 IPs) if several IPs 
are attempting to reach Switchvox with a bad username/password. 

– Administered from Machine Admin > Access Control.



7Creative Innovation – Customer Satisfaction – Continual Quality Improvement

Features: Automatic IP Blocking (4)

 Locked out vs. Blocked
– A ‘locked out’ IP cannot enter a username or password into the 

Web Suite login (but can display the page).

– A ‘blocked’ IP is not allowed to reach Switchvox at all.

 Share blocked IPs with Digium
– You can choose to send Digium the IPs that have been 

automatically blocked. That will help us build a repository of IPs 
that may be causing trouble, and identify trends.
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Features: Automatic IP Blocking (5)

 You control the automatic blocking (cont)

– You can search for an IP address, extension number, or 
administrator's login to find a particular block.

– You can view the details of the block, to see when the attempts 
were made and what happened.

– You can remove all blocks on the local network using a Basic 
Server Function, if you have physical access to the Switchvox 
Appliance.
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Features: Require Strong Passwords

 See which extensions have weak passwords
– The extensions list offers a warning for extensions that have 

‘weak’ or ‘very weak’ passwords.  

– The phone registration and extension passwords are weak.

– The extension password is weak.

– The phone registration password is weak.
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Features: Require Strong Passwords (2)

 Require strong passwords for extensions and phones
– You can require that extension-owners create a strong password 

when they are changing their password. 

– You can require that extensions are given a strong phone-
registration password when the password changes. If you use 
Phone Feature Packs, Switchvox automatically creates strong 
passwords for you. 

– These are ON by default, which is a change in experience for an 
updated Switchvox. If you do not want strong passwords to be 
required, you can uncheck these boxes. 
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Features: Require Strong Passwords (3)

 Require strong passwords immediately
– If you require strong passwords, you can require that all

extension-owners change their password if it is not already 
strong. (They cannot save changes in the Web Suite until 
the password is strong.)
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Features: Require Strong Passwords (4)

 What is a strong extension password?
– At least 6 numbers, no more than 2 of the same number in a row 

(e.g., 111), and no sequences (e.g., 123). Also, it does not 
contain the extension.

– Example: 824751

 What is a strong phone-registration password?
– At least 6 characters, one of each character type (uppercase 

letter, lowercase letter, number, symbol), no sequences (abc, 
123), no more than 2 of the same character type in a row, and 2 
symbols. If you do not want to use symbols, you can just make 
the password longer.

– Example: m!2T^1

 Password indicators help you create a strong password
– As you type, the indicators shows you how you are doing:
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Features: Tech Support Access

 Allow Switchvox tech support access
– You can enter a password to create a temporary VPN connection 

with Digium, so that we can help you quickly and securely.

– You don’t need to change your firewall to allow access. 
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Features: Tech Support Access (2)

 Allow Switchvox tech support access (cont)

– A secure, mutual-authentication connection is established 
between Digium and your Switchvox.

– You must purposefully allow the access, by entering the 
password that a tech support representative gives you.

– You can easily close the connection when your issue is resolved.

 You should only do this on our request
– We won’t call you to enable this access or share passwords.

– Only use Tech Support Access if you call Switchvox tech support 
and we ask you to do so.
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Features: Software Updates

 Download a software update before applying it
– You can download the update and then apply it at any time, or 

you can download and apply at the same time. 

– A progress-indicator lets you know how the download is doing.

– Once you apply an update, all previously downloaded 
update-files are removed.

 This is available after you update to 4.6
– You won’t be able to download and apply 4.6 as separate 

actions. But, once you are running version 4.6, you will be able to 
do that with the next update. 
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Features: Backups

 Backups over 2GBs are segmented
– If your backup will be larger than 2GBs, Switchvox automatically 

segments it into multiple files. You can easily upload a multi-file 
backup using its ‘meta’ file. 

– A progress-indicator lets you know how the download is doing.

 Backups no longer include Call Recordings
– Call Recordings have their own settings that let you automatically 

save the files to an FTP server.
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Enhancements, and Issues Resolved

 Wait Duration for a PRI Bearer channel
– This forces the system to wait a number of seconds before 

answering  a call, allowing time to receive all of the call data 
(such as caller ID). The default is 1, but an updated Switchvox 
will be set to 0, so that the experience does not change. 

 Disable echo cancellation on the hardware
– You can disable the hardware’s echo cancellation so that all 

echo cancellation is handled by the software. 

– The default is Enabled.

– Administered in System Setup > Hardware Setup.

 Issues Resolved
– The 4.6 update also includes a number of issues that have been 

resolved. Please see the Release Notes for more information. 
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The End

Thank you for your time  

We hope that Switchvox SMB 4.6 offers you some peace of mind, 
and makes it easier for you to manage Switchvox. 


